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Preface

The Apache HTTP Server Project is a collaborative software development effort aimed at creating a robust, com-
mercia-grade, featureful, and freely-available source code implementation of an HTTP (Web) server. The project
isjointly managed by a group of volunteers located around the world, using the Internet and the Web to communic-
ate, plan, and develop the server and its related documentation. This project is part of the Apache Software Founda-
tion. In addition, hundreds of users have contributed ideas, code, and documentation to the project. Thisfileisin-
tended to briefly describe the history of the Apache HTTP Server and recognize the many contributors. Postgr-
eSQL, the highly scalable, SQL compliant, open source object-relational database management system.

The Apache web site [http://httpd.apache.org] carries details on the latest release and other information to make
your work or play with PostgreSQL more productive. And The mailing lists are a good place to have your ques-
tions answered, to share experiences with other users, and to contact the devel opers.
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Installation

1.1. Download and Build

Download and save Apache source archive from http://httpd.apache.org We use mod_deflate to support HTTP gzip
compression. And mod_mem_cache to support caching of file descriptors.

cd /usr/local/src

md5sum -cv httpd-2. XX YY.tar.gz. md5
#nmd5sum nust be print OK
http-2. XX YY.tar.gz K
rmhttp-2. XX. YY.tar.gz

cd http-2. XX YY

For Java Front Server use MPM worker :

./Iconfigure --prefix=/usr/local/apache-2.2.3 --w th-npmworker --enable-ssl --enable-rewite --enabl e-use

For PHP Front Server use MPM pre-fork (PHP doesn't support worker) :

.lconfigure --prefix=/usr/local/apache-2.2.3 --w th-npmeprefork --enabl e-ssl --enable-rewite --enabl e-us

Compileand install :

make
make i nst al

1.2. Install

Install binaries and create required user and directories.

In -s /usr/local /apache-2. XX. YY /usr/| ocal / apache

nkdir /var/| og/ apache

nkdi r /etc/apache

mv /usr/ | ocal / apache/ conf /etc/apache/

In -s /etc/apache/ conf /usr/l ocal /apache/ conf

nkdir -p /usr/lib/apache

nmv /usr/ | ocal / apache/ nodul es /usr/|i b/ apache

In -s /usr/lib/apache/ modul es /usr/| ocal / apache/ nodul es
groupadd -g 2100 wwwgr oup

useradd -d /srv/ww -g wwgroup -u 2101 -m-s /bin/true apache

Edit and replace token in /etc/apache/conf/httpd.conf
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Installation

Server Root "/usr/l ocal / apache"
PidFile | ogs/httpd. pid

Ti meout 300

KeepAlive On

MaxKeepAl i veRequests 100
KeepAl i veTi neout 2
ServerLimt 512

<I f Modul e prefork.c>
Start Servers 5
M nSpareServers 5
MaxSpar eServers 10
MaxCl i ents 400
MaxRequest sPer Chi | d 5000
</ | f Modul e>

<| f Modul e wor ker. c>
Start Servers 20
Maxd i ents 100
ThreadsPerChild 5
M nSpar eThr eads 25
MaxSpar eThr eads 75
MaxRequest sPer Chi | d 1000
</ | f Mbdul e>

<I f Modul e perchild.c>
NuntServers 5

Start Threads 5

M nSpar eThreads 5
MaxSpar eThr eads 10
MaxThr eadsPer Chi I d 20
MaxRequest sPer Child 0
</ | f Modul e>

Li sten 80

User apache
G oup ww\gr oup

# Server Adm n webrast er @unmy- host . exanpl e. com
# Docunent Root /ww/ docs/ dunmy- host . exanpl e. com

Server Adm n <support - uni x@xanpl e. con»
Server Name <dunmy- host . exanpl e. cone

UseCanoni cal Nane O f

Docunent Root /srv/ XX/ YY/ dummy- host . exanpl e. conl www
<Directory />

Opti ons Fol | owSynii nks

Al owOverri de None

</Directory>

Di rectoryl ndex index.htm index.htm

AccessFi | eNane . htaccess

<Files ~ "\ .ht">
O der al |l ow, deny
Deny from all

</ Fil es>

<| f Modul e nod_ni ne_magi c. c>
M MEMagi cFi | e conf/ magic
</ | f Modul e>
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Installation

Host naneLoo

ErrorLog "|/usr/bin/cronolog /var/| og/ apache/ %%¥d- error _| og

LogLevel wa
LogFormat "
LogFor nat "
LogFormat "
LogFor nat "
LogFormat "
Cust onlLog

Ser ver Token

kups O f

rn

% %
% % % % \"%\" %s %"
% Referer}i -> %J' referer

% User-agent}i" agent
9% %

s Prod

Server Si gnature O f

ReadnmeNane

Header Nane

I ndex| gnor e
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
AddLanguage
LanguagePr i
For ceLangua

README. ht mi
HEADER. ht n

L ?2?* *~ *# HEADER* READVE*
ca .ca

cS .cz .cs
da .dk

de .de

el .el

en .en

eo .eo

es .es

et .et

fr .fr

he . he

hr . hr

it it

ja .ja

ko . ko

Itz . Itz

nl .nl

nn .nn

no .no

pl .po

pt .pt
pt-BR . pt-br
ru .ru

SV .SV

zh-CN . zh-cn
zh-TW . zh-tw
ority en ca cs da de el eo

AddDef aul t Char set UTF-8

AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set
AddChar set

gePriority Prefer Fallback
| SO 8859-1 .iso8859-1 .1lat
| SO 8859-2 .iso08859-2 .|at
| SO 8859-3 .iso08859-3 .|at
| SO 8859-4 .iso08859-4 .|at
| SO 8859-5 .iso8859-5 .1lat
| SO 8859-6 .iso08859-6 .I|at
| SO 8859-7 .iso8859-7 .lat
| SO 8859-8 .iso08859-8 .|at
| SO 8859-9 .iso08859-9 .|at

I SO 2022-JP .is02022-jp .ji
| SO 2022- KR .is02022-kr .k
| SO 2022-CN .is02022-cn .c
Bi g5 .Big5 .bigs

conmmon

RCS CVS *,v *,t

es

nl
n2
n3
n4
n5
n6
n7
n8
n9
s

s

s

et fr

.cen

. Cyr
.arb
.grk
. heb
.trk

W NDOAB- 1251 . cp- 1251 . w n-1251

CP866 .cp866

KO 8-r .koi8-r .koi8-ru
KA 8-ru . koi 8-uk .ua

| SO 10646- UCS-2 . ucs?2

| SO 10646- UCS-4 . ucs4

he hr

.iso-ru

it ja ko Itz nl

% % \"%\" %s % \"% Referer}i\" \"% User-Agent}i\"" conbi ned

Y % \"%\" %s % \"%Y Referer}i\" \"% User-Agent}i\" \"% cookie}i\""
"| /usr/bin/cronol og /var/| og/ apache/ %r%¥d- access_| og" conbi ned

nn no pl

| eroynerlin

pt pt-BR ru sv zh-CN zh-TW
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Installation

AddCharset UTF-8 .utf8
AddChar set GB2312 .gh2312 .gb
AddCharset utf-7 .utf?7
AddCharset utf-8 .utf8
AddCharset bi g5 .big5 .b5
AddChar set EUC-TW. euc-tw
AddChar set EUC-JP .euc-jp
AddChar set EUC KR . euc- kr
AddCharset shift jis .sjis

AddType application/x-conpress .Z

AddType application/x-gzip .gz .tgz

AddHandl er type-nmap var

AddQut put Fi | t er ByType DEFLATE text/htm text/plain text/xm

Browser Mat ch "Mzill a/ 2" nokeepalive

Browser Mat ch "MsI E 4\.0b2;" nokeepal i ve downgrade-1.0 force-response-1.0

Browser Mat ch "Real Pl ayer 4\.0" force-response-1.0

Browser Mat ch "Java/1\.0" force-response-1.0

Browser Mat ch "JDK/ 1\. 0" force-response-1.0

Browser Mat ch "M crosoft Data Access |Internet Publishing Provider" redirect-carefully
Browser Mat ch "~WebDri ve" redirect-carefully

Browser Mat ch ""WebDAVFS/ 1.[012]" redirect-carefully

Browser Mat ch "“gnone-vfs" redirect-carefully

Ext endedSt at us On
<Location /sstatuss>
O der deny, al | ow
Allow from 127.0.0. 1
#Al | ow from 192. 168.0.0
#A |l ow from al |
Set Handl er server-stat us
</ Locati on>

Alias /css-status /var/run/css/ status
#NameVi r t ual Host *: 80

#<Vi rt ual Host *: 80>

Server Adm n webrmast er @unmy- host . exanpl e. com
Docunent Root /srv/ XX/ YY/ dunmy- host . exanpl e. coml www
Server Name dunmy- host . exanpl e. com

Server Al i as dunmy2- host . exanpl e. com

ErrorLog "|/usr/bin/cronol og /var/| og/ apache/ dummy- host . exanpl e. com %r%d- error _| og"
CustonmlLog "|/usr/bin/cronol og /var/| og/ apache/ dunmy- host. exanpl e. com %% - access_I| 0g"

#Fi x for Apache bug 39499
Set Env force-proxy-request-1.0 1

Set Env pr oxy- nokeepal i ve 1

#
#
#
#
#
#
#
#
#
#
#
#</ Vi r t ual Host >

1.3. Automatic startup

Edit default startup script /etc/init.d/apachefile.

#!' /bin/sh
#

set -e
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Installation

PATH=/ usr /1 ocal / sbin:/usr/local /bin:/sbin:/bin:/usr/sbin:/usr/bin
DAEMON=/ usr/ | ocal / apache/ bi n/ apachect |

NAME=ht t pd

DESC=" Apache"

# Gracefully exit if the package has been renoved.
test -x $DAEMON || exit O

case "$1" in
start)
echo -n "Starting $DESC. $NAME"
$DAEMON st art

echo "."
st op)
echo -n "Stopping $DESC. $NAME"
$DAEMON st op
echo "."
r el oad)

echo -n "Rel oadi ng $DESC configuration..."
$DAEMON gr acef ul
echo "done."

restart|force-rel oad)
echo -n "Restarting $DESC. $NAME"
$DAEMON restart

echo "."
*)
echo "Usage: $SCRI PTNAMVE {start|stop|restart]|rel oad|force-reload}" >&
exit 1
esac
exit O

Add execution right and register automatic startup.

chnod a+x /etc/init.d/ apache
update-rc.d -f apache defaults
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Upgrade

2.1. Download and Build

Same as installation section.

2.2. Upgrade

Upgrade old version to the new version.

/etcl/init.dl apache stop

rm/usr/local /apache

In -s /usr/local/apache-2. XX ZZ /usr/| ocal / apache

cp -r /etc/apache/ conf /etc/apache/conf.YYYYMVDD

rm-rf /usr/local /apache/ conf

rm-rf /usr/local/apache/ nmodul es

In -s /etc/apache/conf /usr/local/apache/ conf

In -s /usr/lib/apache/ modul es /usr/l ocal / apache/ nodul es
/etcl/init.d/ apache start
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Downgrade

3.1. Downgrade

Downgrade the current version (X.X.X) to the previous (Y.Y.Y).

/etc/init.d/ apache stop

rm/usr/local /apache

In -s /usr/local/apache-Y.Y.Y /usr/local /apache
cp -r /etc/apache/ conf. YYYYMVDD / et ¢/ apache/ conf
/etcl/init.d/ apache start
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Java Third Party

4.1. Download and Build

Download and save Apache mod_jk source archive from http://tomcat.apache.org/connectors-doc/

cd /usr/local/src

tar -xzf tontat-connectors-1.2.XX-src.tar.gz

cd tontat-connectors-1-2. XX-src

cd native

./lconfigure --wth-apxs=/usr/|ocal/apache/ bin/ apxs
make

cd apache2.0

4.2. Install

Register on Apache conf in /etc/apache/conf/httpd.conf

[usr/ | ocal /apache/bin/apxs -n jk -ia nod_j k. so

Edit and add lines in /etc/apache/conf/httpd.conf

<Virtual Host *:80>

#regi ster toncat web application
JkMount /manager/* workerl

</ Vi rt ual Host >

# Where to find workers. properties
JkWor kersFil e /etc/apache/ conf/workers. properties

# Where to put jk |ogs

JkLogFil e /var/| og/ apache/ mod_j k. | og

# Set the jk log | evel [debug/error/info]

JkLogLevel error

# Select the |og format

JkLogSt anpFormat "[% % % % %Vt %S %]

# JkOptions indicate to send SSL KEY S| ZE

JkOpti ons +Forwar dKeySi ze +Forwar dURI Conpat - Forwar dDi rectori es
# JkRequest LogFormat set the request format

JkRequest LogFor mat " %w %/ %™
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Java Third Party

Edit /etc/apache/conf/workers.propertiesfile.

wor ker s. tontat _honme=/usr /| ocal / t ontat
wor ker s. j ava_hone=/usr/| ocal / j ava
ps=/

wor ker . | i st =wor ker 1
wor ker . wor ker 1. por t =8009

wor ker . wor ker 1. host =l ocal host
wor ker . wor ker 1. t ype=aj p13
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PHP Third Party

5.1. Download and Build PHP

Download and save PHP source archive from http://php.net

cd /usr/local/src

md5sum php- X. Y. Z. tar. gz

#md5sum nust be same as website

rmphp-X Y.Z tar.gz

cd php-XY.Z

./configure --w th-apxs2=/usr/|ocal /apache/ bi n/apxs --w th-config-file-path=/etc/php/apache --enable-ftp
make

make i nstal

cp php.ini-dist /etc/php/apache/ php.in

nkdir -p /usr/lib/phpX nodul es

5.2. Configure PHP

Edit and modify PHP configuration file /etc/php/apache/php.ini

regi ster_globals = On

; Puis, nodifier extension_dir par

extension_dir = "/usr/lib/phpX nodul es"

; Modi fier nysql.default_socket par

nmysql . def aul t _socket = /var/run/ mysql d/ mysql d. sock

Register PHP in Apache configuration file /etc/apache/conf/httpd.conf

#Ajouter la ligne suivante parm s |es AddType
AddType application/ x-httpd-php .php

#Aj outer index.php a la |liste des Directoryl ndex
Di rectoryl ndex index.htm index.htm .var index.php

Restart Apache

/etcl/init.d/ apache restart

Y ou can test PHP environment with simple PHP page and this content :

<? phpinfo(); ?>
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PHP Third Party

5.3. Download and Build APC

APC is an extension of Zend PHP engine. It's executable cache, PHP page is not re-interpreted at each call. This
feature will be integrate to PHP version 6.

cd /usr/local/src

wget http://pecl.php.net/get/APC X X. X. tgz

tar xzf APC- X X X. tgz

rmxzf APC- X. X X tgz

cd APC- X. X. X

/usr/ | ocal / bi n/ phpi ze

./configure --enabl e-apc --enabl e-apc-mmap --wi th-apxs=/usr/|ocal /apache/ bi n/ apxs --w th-php-config=/usr/
nmake

make install

cp nodul es/ apc.so /usr/lib/php5/ modul es

5.4. Configure APC

Register APC extension in PHP configuration file: /etc/php/apache/php.ini

; Zend extensions ...

ext ensi on=apc. so

ext ensi on=apc. so

apc. enabl ed=1

apc. shm segnent s=1

apc. optim zati on=0

apc. shm si ze=128
apc.ttl =7200

apc. user _ttl=7200

apc. num fil es_hi nt=1024
apc. mmap_fil e_mask=/var/tnp/ apc/ apc. XXXXXX
apc. enabl e_cli =1

Create directory used by APC MMap agorithm.

nkdi r /var/tnp/apc
chmod 0777 /var/tnp/ apc

Restart Apache

/etc/init.d/ apache restart

Y ou can test PHP environment with ssmple PHP page and this content :

<? phpinfo(); ?>
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